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1) Computer and Digital Communications

1.1 Architecture
1.2 Network components
1.3 Framing
1.4 Channelization and signaling
1.5 Packet and Switched services-ATM, xDSL, Frame Relay, X-25. MPLS, WIFI
1.6 Internetworking and router-based networks: the TCP/IP suite of protocols,
routing and flow control, Internet addressing and domain names.
1.7 Encryption and security issues
2) Telecommunication Systems
2.1 Wireless systems: HF/VHF, Satellite, Microwave/Ultra High frequency (UHF),
Wireless Local loop (WLL), Cellular

2.2 Wireline systems: PSTN, Optic fibre, LAN, WAN/MAN, Broadband cable

3) Data systems
3.1 Transmission and digital multiplexing systems- E1, T1, SDH, PDH, SONET
3.2 Broadband techniques-DSL, ATM,
3.3 ISDN and VolP
4) Voice systems
4.1 Transmission and Switching systems
4.2 Modulation techniques
4.3 Multiplexing and signaling
4.4 Alerting and supervision

5) Power supply and lightening protection systems
5.1 Power supply reliability and availability requirements for aviation ground systems
5.2 Isolation and surge protection systems
5.3 lightening protection systems
5.4 UPS, backup generators, power supply switch-over times in aviation ground systems

6) Electronic aviation systems
6.1 Communication systems-
6.1.1 Voice- AM, SSB, SATCOM, ATIS, Designated operational coverage
6.1.2 Data -AFTN, ATN, ATS Message Handling systems, ATS
Interfacility Data Communications, Data links (VHF, HF, Mode-S)
6.2 Navigation systems
6.2.1 Terrestrial radio navigation systems- rho-theta, hyperbolic
6.2.2 Satellite radio navigation systems (GNSS)
6.2.3 Introduction to inertial and multisensor navigation systems
6.2.4 Landing systems (ILS, MLS, GLS)

6.3 Surveillance systems
6.3.1 Cooperative/non-cooperative and dependent /independent surveillance
(PSR, SSR, ADS-B, ADS-C, MLAT etc)
6.3.2 Precision approach and surface movement RADARS

6.4 Aviation Security

6.4.1 Fundamentals of electronic security systems (X-ray baggage inspection
systems, CCTV, Metal detectors)
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6.5 Standardization
6.5.1 Ground and flight checks for standardization of CNS facilities

6.6 Air traffic management
6.6.1 Fundamentals of air traffic services and management
7) ICAO and standardization
7.1 CNS/ATM equipment/systems and need for standards and recommended practices
7.2 Fundamentals of Global and Asia-Pacific air navigation plans

8) Radio spectrum management
8.1 Role of ITU and Spectrum management principles
8.2 National spectrum management policies
8.3 Equipment Authorization/approval and monitoring
8.4 Spectrum measurements, monitoring, and interference resolving
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